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Vrfy, typically calculates Tagk(m) and compares it to the received tag.
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The adversary “wins” if Vrfy, outputs “accept” for a message
m' & {my,ma,...,mpy}.

2/7"



e Standard MACs
e Motivation

e Stateful MACs

® Results

® The construction

Motivation

MACSs can be used to authenticate devices, too: the verifier sends a

random cookie and checks the returned tag. This is secure if the MAC is

secure, assuming the adversary does not “have the key in hand”.

Car key (

Of course, as the KeeLoq analysis ((EKM™08]) showed, leakage may

Tag,(c;)

Car

allow an adversary to obtain the secret key k. We can’t use the same key

each round.
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Stateful MACs

Using the same key for each message doesn’t work with general leakage
(the adversary may learn a couple of bits each round). Stateful MACs are

just regular MACs that are allowed to update their key each round.
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We can now hope for security even with leakage.
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Results

We have constructed a leakage-resilient (stateful) MAC from a regular
one-time MAC and a leakage-resilient stream cipher (e.g. [DP08] or
[Pie09]) in “tree mode”. This MAC is quite useful in the situation just
sketched (leaky key wants to authenticate itself).

e Efficient: 3 AES invocations to create a tag, O(log(q)) to verify it.

e Secure: P[broken] ~ Plcipher broken] + 2* P[MAC broken].
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The construction

We simply define
Tagy, (m) = {(Xi+1, ki+1) < S(k;);return Tagy,  (m); }. Why
does this work?

e If Tagy(-) is an e-secure MAC, then Tag y (-) is 27e-secure if X;

has pseudoentropy log | X;| — .

e Due to the use of a leakage-resilient stream cipher, the
pseudoentropy of X is actually (nearly) log | X;| — A, even with
leakage.

e A “tree” version of [DPO08] or [Pie09] can be used to get a stateless

verifier with about log(q) AES invocations.

Full details will appear in my thesis, “A leakage-resilient MAC”. Ask me
for a copy sometime this week or search the web in a week or two.
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